Toward a Federal Privacy Agency
One student in this course has proposed the establishment of a repository for Americans’ identifying information to be overseen by the government, and another encouraged the development of sophisticated “Biography Portal” software to track, manage and exchange with others all manner of personal data. And in the real world, the House recently passed the Real ID Act, continuing the creep toward a national identification card. These are the kinds of innovations that, despite beginning life as benign tools, can ultimately represent serious dangers to peoples’ privacy.  The US currently has no major government group dedicated specifically to the deep study of such big ideas before they are put into concrete form. Various federal agencies, such as the FTC, are charged with investigating and overseeing some aspects of privacy, and some agencies have created internal privacy offices, but the jurisdiction of those organizations is patchwork and their expertise is not always broad. We need a federal privacy agency. This is not a call for an industry-regulating behemoth, but for an agency that will provide, with minimal regulatory powers, expertise and education. 
A look at the history of privacy-invasive American innovations reveals a phenomenon I term the “tyranny of convenience,” of which the Social Security number serves as a good example. Although people did recognize the privacy risks of a universally-issued identification number at the time of its creation, little action was taken by federal or state government in the 20th century to prevent them, and by the time everyone got used to lazily, and conveniently, using the number for everything it was of course very difficult to encourage voluntary cessation. Thus the uphill slog of piecemeal SSN legislation began, while damage like identify theft continues. A more recent example is the EZPass-type technology: a friend who works on privacy issues in California says that although state officials are looking for ways to address the privacy risks of radio frequency technology, like RFID tags, the state’s tollbooth technology is sacred. Californians have gotten used to the convenience of flying through the tollbooths, therefore politicians are loath to alter the program. 

But radio frequency tollbooth payment and the Social Security number could have been conceptualized in a more privacy-protective way from the beginning, before the convenience factor set in. Anonymous pre-pay could have been permitted for EZPass, so that records of drivers’ movements would not be accumulated, and effective SSN legislation, or even the avoidance of such an identification system in favor of an alternative scheme, could and should have occurred years ago. The kind of group best suited to push for such pre-planning would be composed of experts in law, privacy and technology, who could take the long view of issues, but which, unlike groups of law professors or policy advocates, would consistently have the ear of government. Robert Gellman argues that even if a federal privacy agency had no regulatory powers, it could still have wide influence, as did the Commission on Civil Rights in its early decades.
 However, for a privacy agency’s studies and conclusions to have heft, the agency would at the least need to be independent, and it would need to be fair-minded (and be perceived that way). Also, it should rigorously avoid simplistic and politicized stances on privacy and security issues. 
The expert division would not be the new agency’s only arm. The agency should also attempt to get Americans to understand and care about privacy erosion. Based on current models of agency “education” efforts, such an aspiration may bring to mind ineffectual government websites. But that is not the way to go. In order to foster a sorely-needed “culture of privacy,” which could lead to pressure for better privacy policy and better private sector practices, Americans need to be more than passively educated. They should be made to feel that they have the rights and abilities to protect their privacy. A model to emulate in such efforts is the Do Not Call Registry. It is likely that the Registry transformed many Americans’ extreme annoyance at being marketed to during dinner into the kind of indignation that is necessary to get privacy movements rolling – the sense of “what gives them the right?” Once the government provided a way to block those calls, and invited everyone to take the affirmative and (in the parlance of pop psychology) “empowering” step of signing up to enact the block, it probably enabled many people to realize, for the first time, that they could legitimately object to the telemarketers. 
Like the act of voting gets people thinking about democracy, it is this performance of privacy protection that will most get people thinking about privacy. The new federal privacy agency should be given, at a minimum, enough regulatory power to develop and enforce creative programs like Do Not Call. For instance, the agency could address the data miners’ compilation of dossiers on Americans that are riddled with incorrect and damaging information by requiring all companies in the main business of collecting and selling personal information to register with the agency, and then to allow people to access (perhaps for a processing fee) the files these companies keep on them.
 If done right, this project would serve the twin goals of making people aware of the existence and behaviors of data brokers, and of making them less helpless in the face of privacy-invasive activities. Also, unlike Do Not Call Registry, which is enforced by the FTC, FCC and state law enforcement, this and other projects would be housed under one agency, which would allow the agency to develop and carry out a coherent plan to raise privacy awareness.
There’s always a risk that a new, small agency will become a target for politically-motivated or just budget-motivated killings.
 But a federal privacy office can make itself indispensable if it can help the government and citizens think about how to approach the enormously complicated interaction of technology and privacy in future years. 
� “[The Commission] established national goals, conceived legislation, criticized inaction, uncovered and exposed denials of equality in many fields and places, prodded the Congress, nagged the Executive, and aided the Courts. Above all, it has lacerated, sensitized, and perhaps even recreated the national conscience.” Robert Gellman, A Better Way to Establish Privacy Policy in the United States: Establish a Non-Regulatory Privacy Protection Board, 54 Hastings L.J. 1183, 1220 (2003).


� Such a registry is proposed by Dan Solove and Chris Hoofnagle in A Model Regime of Privacy Protection: Version 2.0 (April 2005), at http://papers.ssrn.com/sol3/papers.cfm?abstract_id=699701. 


� The Congressional Office of Technology Assessment, an agency that churned out reportedly excellent technology reports for two decades, was killed in 1995 when a new party took over Congress.





